Industry Guidance for Security Awareness Training under the
Transportation of Dangerous Goods by Rail Security Regulations

February 6, 2020

This document isintended for information and guidance purposes only. It describes the
objectives and purpose of security awareness training as required by the Transportation of
Dangerous by Rail Security Regulations (Regulations), and provides explanations and guidance
to assist railway carriers or railway loaders in meetingthe regulatory requirements for security
awarenesstraining.

The regulatory requirements outlined inthe Regulations supersede whatis writtenin this
guidance document. As such, this document does not change, create, amend or permit
deviations from the regulatory requirements.

Version 1.0 l|Page



Table of Contents

oY 1 (oo [¥ o i o] | IO PP TP PUPTPPTRt 3
VWAt IS SECUNITY AWAIENESS? .. euiniieeite ittt et et et et et e e et et et st eta et et e aneaaesaeaaesaesassnesnesnesnasnesneen 3
What is SECUritY AWarenNess TraiNiNg 2. ... i iei e et e e ee e e e e e et e e e e e e e et e e e e et e eaneaneanaeenaeen 3
What is the Purpose of Security AWareness TrainiNg 2. .....ciueiuiiiiiieiieie e ee e ee e e e e e e aneaneanees 3
Overview of the Security Awareness Training Requirement...................c..cooiiiiiiiiiiiiiii i 4
R oloT o1l o Y oY ][ oF 1 (o] o AU NS 4
Who does the security awareness training requirement apply to? ......c.covviiiiiiiii i 4
Who is required to receive security awareness training? .......ccoviviiiiiiiiiieie e 4
Which topics must be included in a security awareness training program?...........ccceeeeeieieeneenennennnn. 5
When must security awareness training be provided? ..........c.oeuiiiiiiiiii 5
What happens if an employee does not have the required training? ...........ccocoviiiiiiiii i 5
Security Awareness Training RECOTS. ...........oouuiiiiiiiiiii et e e e e e ees 6
What security awareness training records are requUIred? ........cooeeueiiiiiiiiiiieiiei e 6
What must the security awareness training records inClude? ...........coeviiiiiiiiiiii e 6
How long do records need to be maintained after an employee has left the organization? ................... 6
Program EValuation........ ... e 7
Whereto find more information ..o 7
Annex A: Planning and Developing a Security Awareness Training Program ..................ccccoeveveennnnn. 8
Phase One — Identifying needs and 0bJeCtiVES ........c.viiiiiiiiiii e 8
Phase Two — Designing and developing the training..........cooiiiiiii i, 9
Phase Three — Delivering the training........c.viuiiiii e e e 10
Phase Four — Evaluating the training.........c.oiuiiiii e 10
Phase Five — Planning and implementing training improvements using the evaluation results............... 11
Security Awareness Training CoOmMPONENES..........c.iiiiiiiiiiiiiiiii e e e e e enas 11

Version 1.0 2|Page



Introduction

What is Security Awareness?
Security awareness means engaging employees, contractors and relevant personnel to make
them aware of theirroles and responsibilitiesin relation to security matters. This includes

increasing their awareness of their surroundings and familiarity with potential securityissues,
procedures and how they should respond to such situations.

What is Security Awareness Training?

Security awarenesstraining isa formal process for enhancingemployees’ familiarity with
securityissues and makingthem more aware of their roles and responsibilitiesin relation to
security matters. A security awareness training program contributes to the developmentofa

strong security culture withina company, whereby relevantemployees understand and accept
theirresponsibility to contribute to the security of the organization. The goal of thistrainingis
to raise awarenessto mitigate known risks related to terrorism, unlawful interference, orany
potential threats and other security concerns (e.g. theft, vandalism and unwarranted
surveillance). Indoingso, security becomes a part of a company’s day-to-day activities to help
contribute to a safe and secure transportation system.

What is the Purpose of Security Awareness Training?
The purpose of security awareness training isto:

Increase an individual’s general understanding of the potential threats to, and
vulnerabilities within, the rail transportation network and what actions can be taken to
mitigate, control, prepare for, or respond to those threats and vulnerabilities;

Prepare themfor their responsibilities relative to security;

Increase the level of familiarity with general security issues throughout the organization;
Develop a strong security culture across all levels of the company; and

Introduce the following concepts related to security awareness: prevention, mitigation,
response and recovery.
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Overview of the Security Awareness Training Requirement

Refer tosections 14 and 15 of the Transportation of Dangerous Goods by Rail Security Regulations for
the full text of the Security Awareness Training and Training Records requirements.

This provision comes into force for railway carrierson February 6, 2020 and for railway loaders on May 6,
2020.

Scope of Application

Who does the security awareness training requirement apply to?
This requirement applies to railway carriers or railway loaders who meetthe following
definitionsincludedinthe Regulations:

Railway carrier meansa person who has possession of dangerous goods for the purposes of
transportation by railway vehicle ona main railway line, or for the purposes of storing themin
the course of such transportation.

Railway loader means
(a) any person that operatesa handlingsite, or
(b) any manufacturer or producer of dangerous goods that has possession of dangerous
goods at a handlingsite for the purposes of loading them prior to, or unloadingthem after,
transportation by rail.

Handling site means a facility connected to a railway line where a railway

The term vehicleis placed for the loading or unloading of dangerous goods.
“indirectly” is
intended to capture
persons who are
not direct
employees of the
company. This could
include third party

Who is required to receive security awareness training?
A person who isemployed by or is acting directly or indirectly for a
railway carrier or railway loaderis required to receive security awareness
training if the person:

o Offersfortransport, handlesor transports any of the dangerous

goods by railway vehicle, in Canada; or

offers for transport, e Has duties, in Canada, regardingthe security of the transportation
rerag @ of dangerous goods by railway vehicle but does not perform any
transports of the dutiesreferredto above. (This could include railway police,
dangerous goods the rail security coordinator, or security officers occupying a
for the railway positioninan office environment).
carrier or railway
loader.

contractors who
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Which topics must be included in a security awareness training
program?
When developing asecurity awareness training program, a railway carrier or railway loader
should determine the type of training necessary to ensure that the required persons receive the
appropriate trainingto fulfill their security-related responsibilities.
While additional topics may be included, the following topics must be includedin the training
program:

e Securityrisks posed by the dangerous goods that the railway carrier or railway loader

offersfor transport, handles or transports;
e Measures that are designedto enhance rail security; and
e Recognition of and response to potential threats and other security concerns.

Some examples of the above topics include, but are not limited to:
e Familiarizingemployees with known general security risks identified by the company;
e Overviewof employees’ rolesand responsibilities; and
e How to detect, report and respond to potential security threats, suspicious behaviouror
items, and security incidents.

When must security awareness training be provided?
Railway carriers or railway loaders must ensure that the security awarenesstraining is provided:

e Beforethe person (referredtoin paragraph 14(2)(a)) undertakes their security-related
duties, unlessthe person has previously received equivalent training;

e Withinsix months of this requirement cominginto force and before a person with
dutiesreferredto in paragraph 14(2)(b) undertakestheir security related duties (unless
the person has previously received equivalent training); and

e To allrequired persons, on a recurrent basis at least once every three years including
any equivalenttrainingreceived before the coming into force of this regulatory
requirement.

Equivalent training may be assessed by Transport Canada on a case-by-case basis to determine
whether the equivalent training meets the regulatory requirement.

What happens if an employee does not have the required training?
Supervision by a trained employee isrequiredif a person with the dutiesreferredto in
paragraph 14(2)(b) has not received security awareness training. Until this person has received
the training, they must perform their duties under the supervision of a person who has
undergone that training.
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Security Awareness Training Records

What security awareness training records are required?
A railway carrier or railwayloader must have a training record for each person who has
received security awareness training.

The format of a company’s security awareness training records and the location of storage is at
the discretion of the company. Records may be kept electronically, in paper format or through a
combination of these means.

What must the security awareness training records include?
Security awareness training records must include:
e The person’s name and details of their most recent training session, as well as the
followinginformation:
o Date of the training;
o Duration of the training;
o Title of course;
o Delivery method;and
o Name of the training provider, if applicable.
» The name of the training providerrefers to the individual orcompany that
providedthe training. For example this could be an employee of the railway
carrier or railway loader whose responsibilityitisto provide training or a
contracted entity or third party training provider.
e The training record must also include the title and date of each trainingsession that the
person has received.

How long do records need to be maintained after an employee has left

the organization?
Records must be retained for at least two years after the day on which the employeeisno
longeremployed by or acting directly or indirectly for the railway carrier or railway loader.
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Program Evaluation

A company’s security awareness training program should be reviewed and evaluated regularly
to confirm its effectiveness.

Examples of baseline measures that may assist in measuring the effectiveness and relevance of
the security awareness training provided to employees, couldinclude, forexample:
e Employeescan define suspicious behaviourand know what to do when suspicious
behavioris identified;
e Employeescan define suspicious objects and know what to do when suspicious objects
are identified; and
e Employeesknow how to report an incident, suspicious behaviouror objects.

Where to find more information

For general information regarding Transport Canada’s rail security program visit:
https://www.tc.gc.ca/eng/railsecurity/menu.htm.

For general inquiries to headquarters email: TC.Railsecurity-sureteferroviaire. TC@tc.gc.ca.
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Annex A:Planning and Developing a Security Awareness Training
Program

For additional information, please refer to the Code of Practice on Employee Training and
Awareness for Rail and Urban Transit Security. A copy of the Code of Practice is available upon
request at TC.Railsecurity-sureteferroviaire. TC@tc.gc.ca.

The information below is optional guidance on developingasecurity awareness training
program that may be of value to some railway carriers and railway loaders.

A security awareness training program will vary based on the size and complexity of the
company and its operations.

A security awareness training program may be stand-alone or integrated intoa company’s
other trainingand awareness programs. Security awareness training programs should be
updated periodically to ensure they remain current and effective. Such programs should also
include a regular evaluation of theirsuccesses, ongoing effectiveness and relevance. In
addition, trainingand awareness programs should reflect operational needs, the company’s
security context and the measures contained in its security plan, if applicable.

The followinginformation stems from Transport Canada’s Codes of Practice that were
developedin conjunction with rail and transit industry leaders underthe voluntary
Memorandum of Understanding on Railway Security between Transport Canada and the
Railway Association of Canada. The material below is intended to provide railway carriers and
railway loaders withinformation that may assist themin developingasecurity awareness
training program. Companies may adopt aspects of thisinformationin whole or in part, that
best suitstheir particular security and operational needs.

Security awareness training programs can be developedand conducted using a five-phase
cycle:

Identifying needsand objectives;

Designingand developingthe program;

Deliveringthe program;

Evaluating the program; and

Planningand implementing programimprovements using the evaluationresults.

s WP

Phase One — Identifying needs and objectives
To determine whattraining isrequired to ensure that employees are able to fulfill their
security-related responsibilities, arailway carrier or railway loader should conduct a needs
assessment, for example:
e The railway carrier or railway loader should assess and know the security risks and
vulnerabilities facingits operations;

Version 1.0 8|Page


mailto:TC.Railsecurity-sureteferroviaire.TC@tc.gc.ca

Review itssecurity plan (if applicable), policies and proceduresto identify the security-
relatedroles, responsibilities and tasks employees, contractors and other required
persons are expected to fulfill to mitigate the vulnerabilities and impacts to their
operations; and

Review its existing security awareness training (if any) to identify any gaps betweenthe
training and awarenessthe required persons currently receive and the security-related
tasks and responsibilities they are expected to fulfill.

For railway carriers and railway loaders with an existing security awareness training program, a
performance review may be conducted to identify potential training orawareness
shortcomings, for example:

Review reports on security exercises (if applicable) orincidents to identify any
shortcomings in employees’, contractors’ or other required persons performance during
those accidents or incidents (e.g. did they fulfill theirsecurity-related rolesand
responsibilities); and

Review security-related training records of the employees, contractors or other required
personsinvolvedinthose exercisesorincidentsto determineifthereis a linkbetween
any identified performance shortcomings and the security-related trainingthey had
received.

The results of the needs assessment can be used to establish the objectives of the security
awarenesstraining, which provide a framework for developing the trainingand serve as the
basis for the evaluation criteriaused to assessthe training.

Phase Two — Designing and developing the training

The design of a security awareness training program should reflectthe needs and objectives
identifiedin Phase one. Below are examples of tasks the training could include:

Assemblinga planningteam;

Developingtraining material and documentation;

Identifyingemployees needing training and the relevant training to be provided;
Determining what traininginformation contractors, visitorsand other persons (who
have access to the property of railway carriers/railway loaders) need;
Schedulingtraining sessions;

Budgetingfor training sessions;

Developingassessment criteriaand a method to confirm the effectiveness of the
training received;

Developinga methodto track courses offered, participant attendance, frequency of
refreshertraining courses, etc.;

Determining who or which departmentis responsible forthe training and how it will be
documented/tracked;

Identifyingthe training delivery methods;

Identifying service providersif trainingis outsourced; and

Identifying an evaluation criteriaand methodology forthe security awareness training.
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When selectinga delivery method forthe security awareness training, consideration should be
givento factors, such as the availability of internal resources, objectives, costs, participants,
frequency, geography and the nature of messages (e.g. detailed proceduresvs. basic
information).

Phase Three — Delivering the training
Once security awareness training has been developed, delivery may take place usinga variety
of formats.

Delivery methods of a security awareness training program
Security awareness training may be delivered in the following formatsto introduce the required
personsto theirworking environmentand outline theirresponsibilities:

e Orientationsessions;

e Presentationsorvideos;

e In-classinstructions;

e Workshops;

e On-the-jobtraining;and/or

e Computer-basedtraining.

For structured on-the-jobtraining, itshould be noted that this requires more thought and
preparation and it is important to have a system in place to determine whethertrainees have
gained the knowledge and skillsrequired to do the job.

Additional toolsfor the training could include printed material (e.g. posters, flyers, newsletters,
or bulletins) orvideos that may serve as a primary awareness raisingtechnique. All of the tools
usedin the training material should have clear and well-communicated messaging writtenin
plainlanguage.

Phase Four — Evaluating the training

Security awareness training should include an application component (e.g. via an exercise or
test) to provide relevantemployeesthe opportunity to “learn by doing”. This will help
employeesunderstand theirsecurity responsibilities more thoroughly and help railway carriers
or railway loaders verify employees’ familiarity with the content of the security awareness
training received.

Using the assessmentcriteria created in Phase Two, railway carriers or railway loaders should
periodically evaluate the results of their security awareness trainingto see if objectives were
met. Lessons learned while evaluating the training should be developed toimprove training
effectiveness and informthe nextiteration of the training planning phase.
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Phase Five — Planning and implementing training improvements using

the evaluation results

Afterevaluating the results of the security awarenesstraining, railway carriers or railway
loaders should determine how they will address shortcomings and build on successes. Railway
carriers or railway loaders should use the evaluation criteria to determine which training
competenciesrequire improvement. Itis encouraged to continuously strive to improve and
update the company’s security awareness training program.

Security Awareness Training Components

A security awareness training program may include, butitis not limited to, information on
detecting, reportingand respondingto potential security threats, suspicious behavioror
objects, security incidents and othersecurity concerns.

e How to detect and identify:
o Potential security threats (e.g. unauthorized persons in restricted areas or
evidence of);
o Suspicious behaviour(e.g. surveillance, photographs etc.);
o Suspicious objects (e.g. using the HOT principle —Hidden, Obviously suspicious,
not Typical); and
o Securityincidents.

e How to report on security threats, suspicious behaviouror objects and security incidents
and concerns including:
o Who to contact and how to contact them (e.g. using emergency hotlines); and
o What keyinformationshould be reported (e.g. the Who, What, Where, When,

Why, and How and the details of persons, objects or vehiclesinvolved).

e How to respond to potential security threats, suspicious behaviour or objectsand
security incidents, for example:
o Followingemergency response procedures with respect to evacuating and exit

points, using emergency equipment, isolating dangerous areas and seeking
assistance.
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